1.1 Bitcoin Structure - Double Spending

Feathercoin’s 51% Attack
Double Spending case study

BTC Donations LTC Donations

Corrections, Additions, Technical Revisions or comments are welcome:
max_miner <at> yahoo <dot> com

< If you find the information presented worthy of your support, please donate to these BIC/LTC addresses >
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THE FORKS

Counterfeit Block Generation

Legitimate Blockchain Attack Stage 1 (1st Fork)

Difficulty had decreased from 133.065 to 94.087
one week earlier at height 33264 (2013-06-01)
Total hashrate available had been increasing

14:12:44 | 749 | 539M  First appearance in the network
6nso8bYNGP of Generation address used
in the attack (6nso8bYNGP)

14:16:01 | 36 | 11G These 4 blocks plus the next 13 would
6nso8bYNGP total 17 blocks generated

and credited to cited address

in this first stage of the attack

time (UTC) | avglintervalSinceLast | netHashPerSecond
Generation Address

14:16:08 | 7 | 57.7G
6sdtMFynKZ

14:21:00 | 292 | 1.4G

Only 2 generation addresses in the
6xtJbibr23

intervening time until the fork itself
14:22:03 | 63 | 6.4G
6xtJbibr23

14:37:42 | 939 | 430M
6xtJbibr23

14:15:29 | -1333 | Infinity Notice the timewarp
6nso8bYNGP Next blocks would be logged
with similar irregularity

15:34:19 | 22?2 | ?2?
TH7kMSqqit

Several pools/miners affected, the different 14:15:46 | -48 | Infinity 33586 is the only block

addresses can still be determined by 6nso8bYNGP with a registered transaction
following this orphaned blockchain Invalidated 14:15:45 | -1 | Infinity After 13 blocks Stage 1 ends
6nso8bYNGP

The fork is opened and followed up
after the same generating address
(6xtJbibr23)

18:54:30 | 16725 | 24M
6xtJbibr23
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THE FORKS

Counterfeit Block Generation

Compromised Blockchain

14:15:45 | -1 | Infinity

time (UTC) | avglintervalSincelLast | netHashPerSecond
6nso8bYNGP

Generation Address

18:54:30 | 16725 | 24M

6xtJbibr23
19:24:09 | 1779 | 227M
| 6xu|bibr23 6 Blocks generated by 2 addresses only
| in the timespan of ~66 minutes, up to the 2nd Fork:
19:27:18 | 189 | 2.1G | ..o, 6xtJbibr23 and 6uNcx3XPvc
6xtJbibr23
|
19:27:55 | 37 | 11G
6UNCcx3XPvc s
|
19:50:04 | 1329 | 3G
6xtibibr2a | 33392
20:00:20 | 616 | 656M Attack Stage 2 (2nd Fork)
6UNcx3XPvc
20:35:26 | 0 | xxxx 18:54:31 | -3949 | Infinity Notice again the timewarp
1L9rpCRp5X 6tbxs8oiku Address is now 6tbxs8oiku
18:54:36 | 5 | 81G Next blocks would be logged
1, ’k ° ° ° ° oge
21:28:37 | | 6tbxs8oiku with similar irregularities

Block 33767 = Diff. 94.087 1L9rpCRp5X at an impossible fast rate
Block 33768 = Diff. 66.526 Invalidated 18:56:15 | -3 | Infinity After 180 blocks < 3 minutes
Day of the Attack (Feathercoin is 7 weeks old) 6tbxs8oiku Stage 2 ends
Sunday 9 June 19:00:43 | 86668 | 3.2M s .
suNe3XPve Again (!) the fork is opened and followed up

after the same generating address
(this time by 6uNcx3XPvc)
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THE FORKS

Counterfeit Block Generation

Compromised Blockchain

Day of the Attack (Feathercoin is 7 weeks old)

Sunday 9 June

18:49:35 | xxx | xxxx
1QCFAe4nwo

18:49:35 | x| xxxx
1QCFAe4nwo

18:49:35 | xxxx | xxxx
1C4cPDWMFT

Several other forks would occur:

33603 against 1L9rpCRp5X
33616 against 1L9rpCRp5X
33633 against 1MXX4zZuFv
33644 against 15nUxZBmR9
33657 against 1QCFAe4nwo
33706 against 1QCFAe4nwo

It was on some of these forks that
double spending was attempted

(]
o

E

33772

Invalidated

19:00:43 | 86668 | 3.2M

6UNCcx3XPvc

19:04:33 | 230 | 1.2 G

6zFxrWjwCS

19:11:28 | 415 | 688M

6qL61qNCdp

19:19:04 | 456 | 626M

6UNCcx3XPvc

time (UTC) | avglintervalSincelLast | netHashPerSecond

Generation Address

Feathercoin’s 51% Attack

\

Attacker tampered with timestamps
Attacker tampered the computing difficulty
Attacker generated 3'400 FTC + 36'000 FTC

Combined amount = 39'400 FTC
= 0.58% of total coins at height 33773

Attacker’s addresses and transaction made in block:

6nso8bYNGP 61tbxs8oiku
3'400 36'000

Total <value out>
in tfransaction
= 580K FTC

18:54:36 | 5 | 80G
6tbxs8oiku

18:56:15 | -3 | Infinity
61bxs8oiku

:

33775
1
33776
1
33777
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The whole legitimate network had to wait until
19h on June 9 for blocks to become accepted
as valid (~31h since attack begun)

Considerable amounts of FTC were transacted
with the first blocks found after the merge
Pending transactions that survived the network splits

Compromised Blockchain

MaxMiner - June 2013




ASSOCIATED FTC MOVEMENTS

580K Origin addresses

* transactions (Tx) references are ABE’s shortlinks use:
http:// <ftc blockexplorer domain>/t/<shortlink> to access details

2013-05-25 00:13:27
72vgxAEptK

Tx: 91kfAhcSZr

6dYTAd6CPRJ 7 1449 i
86’; ,;99"‘;’3 "550,00':;" The 580K are part of a 1'449'999.83 FTC transaction

2013-05-25 21:12:11 Tx: 2KIMNW2EeE

6zFxrWjwCS

6z73vvogzD 71882BEkYB
480000 100'000

Tx: A2mBAXPHfU

Day of the Attack (Feathercoin is 7 weeks old)

2013-06-08 12:36:36 Tx: AX5n6MabWP
6xtJbibr23

Tx: 60kDFMQR1z

0.005 fee is collected 6y5F6DJ4RY 6URpTmMuJsF 6zgPVK9h51 72UQoxjpma 6tm9qfzjXZ 2 addresses are used for
380'000 100000 99'999.995 100'000 100000 .
transport in the same block

2013-06-08 13:04:17 Y

6fyQpvx3Xa

Tx: 8wMp9hs6iW Tx: AQoFwykuSz Tx: HGVuiWrbr

61PUETVIVX 6qzgFkY186 6tfoH94Du8 6varJ9WPCP 62xNJGDYbu The 580K end up in 5 distinct addresses

280'000 100'000 92'000.995 7'999 100'000 ~1h30 before the attack fork
2013-06-08 14:37:42
6xtJbibr23

Tx: 12iafVHvhp

2013-06-08 14:15:46
6nso8bYNGP

6vsDDHeRee LNV The 580K are consolidated in 2 addresses
300000 279'999.995 on the 1st Stage of the attack
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ASSOCIATED FTC MOVEMENTS

580K Destination addresses

- — 579'999.995 FTC = 8.63% of total coins mined up to block
2013-06-08 14:15:46 Tx: 12iafVHvhp
6nso8bYNGP Transactions attempted
in the competing forks S DHARA
‘ Stage 2 signaled in red 00'000
most were attempted
m 2013-06-08 18:55:08 on 1o 3 fimes each Tx: XsDPhW944
6tbxs8oiku between 15:59:33 (UTC)
on Saturday 8 . . : 860 D
— and 05:22:51 (UTC) The value is branched in 2 50'000 )
2013-06-08 18:55:26 on Sunday 9
m 6tbxs8oiku Tx: 8SyskJ8Fg5
2013-06-08 18:55:25 Tx: 3jvpri2ykC Tx: 981YQfWfia
6tbxs8oiku
RPMbq 6fKag 6 6jibyrbquk IbsquZKGg7
0'000 69'999.9 130'000 130'000
2013-06-08 18:55:31
72 Tx: 6Pha6nLH9
6tbxs8oiku iy
Bl o 1 ) G
4
2013-06-09 19:00:43 Tx: 87MmNRPidU Tx: rRSh5DdrH
6UNCcx3XPvc
2013-06-09 19:57:20 T 8BXVGwBQ2d‘ )
6podAjgPBz : Tx: 7vRVUa8K89
v

Consolidation is
6fZb3CRZH1 60ADBx5Xxh made con necﬁng 6kpvBUmM97v 6u2WBKqge5h

10'004.995 9'995
back the branches

The 580K is spread between SipUtoDeib bwlod7729s
6 addresses

199'999.9 330'000
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ASSOCIATED FTC TRANSACTIONS

580K 1st Double-Spend Attempt

Notice the same transactions give origin to 2 sets of 5 different addresses
Only the set on the attacker’s side is ultimately followed through

Tx: 8BwMp9hs6iW Tx: HGVuiWrbr 13:04:17 Tx: AQoFwykuSz Tx: HGVuiWrbr
Tx: AQoFwykuSz * 6fyQpvx3Xa A Tx: 8wMp9hs6iW A ’
1FfTSVKRYz 1J7QWdLMfr 1DGEUENIBZ 1FWMVciBxc 1NDVWk3WIN 2013-06-08 6tPUETVTVX 6qzgFkY186 6tfoH94Du8 6vqri9WPcP 6zxNJGDYbu

280'000 7'999 100'000 92'000.995

Address is used to
receive and send
on same block

100'000

v
Tx: oCcqlg 15:59:33
Tx: .
A9fuFDXhe5 33578
3 9
1
Addresses on this side as colected from the 33580
transactions list in the legitimate side block 33577 I
Total amount in addresses found in block 33577 33581
matches the exact 579'999.995 FTC |
transacted on the attacker’s block 33586 33582
1
While originating addresses are still reviewable 33563
all the other on the legitimate side are NON existent

Feathercoin’s 51% Attack

BTC 19VGAnAcépahc1BUfjaobPZMHNjumDRuK
LTC LRu2pVJu5JGIxKR27gNi9NBYSdCzig8uoC

280'000 100'000 92'000.995 7'999 100'000

14:37:42

Recall that no
other transactions
occured on the attacker’s
chain at this Stage 1

14:15:46

Tx: 12iafVHvhp
6nso8bYNGP

6vsDDHeRee 6qUC9vbv5M

279'999.995

300'000

Transactions found on block 33562 are worthy of closer inspection...

Transactions reached 6 confirmations
in invalidated side of the network

MaxMiner - June 2013




ASSOCIATED FTC TRANSACTIONS

580K PRE-Fork Ambiguity

[—— -
2013-06-08 1 -
m Transaction 8wMp9hs6iW
Short Link: hitbp: /explorer feathercoin.com/ BwhMpPhasiiy
Tx: 8wMp9hs6iW Tx: AQoFwykuSz Tx: HGVuiWrbr I nfo rmation
Hashe d1733c20=582 2f2 2854102591005 937 ead P tb T 5560134 240 109 9FBA04£75
Appeared inc | Feathercoin 33552 (2013-04-08 13:04:17) | ]
6tPUETVTVX 6qzgFkY186 ) ( ) C ) TS SLTTTE
280'000 100'000

- 2
Mumber of cutputs A {Jumpto ocutputs)

8wMp9hs6iW:

1. Block 33562 e |3
Sizec 235 bytes

2, Input = 380K

3. Output = 760K | 2x Input !

4. Fee = -380K | Negative value !

5. Input value split into 2 output transactions twice

- =1 4

to each address Inputs
5.1 Prevailing 1rans,c|c’r.|ons which are executed et _ oo s I
at 33586 (attacker’s side)
. oy . a fo2e33475R..:0 3B0O000 SySFSDMEYUucqgeDSeqRADMxphFL TSR 72:3045_bce01 353:03=d _ddsi
5.2 Transactions attempted at 33577 (legitimate side), - —— R
notice the addresses as registered under this Outout
. : . utputs
transaction are the same in both sides P
Indexx  Redeemed stinput  Amount  Toaddress ScriptPubkey
Must be nofed- that mspec’rmg ’rhc.a Ol{prfS vm. . . OcTfieeZ4 0 | ZBDO00 | SPEIVTVNGORE TNHHWE DUP HASH1£0 20:20d7._be7e EQUALVERIFY CHECKSIG
«Raw Transaction», the duplication is NOT visible
o - I -t da B W L =i ELv | WAL IS RV, Ly kil JOC/CE MNERIFY S L 3
'“.I 25578353041 280000 PUEIvT WS 5 71 DUP HASH150 20:a0d7. b7 EQUALVERIFY CHECKEIG
Remaining .I.ransacﬁons AQonykusz Gnd HGVinrbr '_2 J0cTREesla 0l 100000 | Sq=sFkYtesDLbMeRMgshMR251IMABTER3E: DUP HASH150 20:8582. beBb EQUALNVERIFY CHECKEIG
yield similar characteristics as above 5 1 f170e58542 -1 100000 | &qzsFkvt85DLbMeRNgshNRISINASTIR3E: | |DUP HASH1S0 20:8582.. beBb EQUALVERIFY CHECKSIG
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ASSOCIATED FTC TRANSACTIONS

580K Competing Blocks

Tx: 1ChUoCcqlg 15:59:33 33577 14:15:46
2RmCN7GPhv L 1L9rpCRp5X 6nso8bYNGP
Tx:
A9fuFDXhe5

Tx: 12iafVHvhp

6vsDDHeRee 6qUC9vbv5M
300'000 279'999.995

ITYIFREPS

3

Z 294000

1. The attempted transactions 2. The destination addresses 3. Prevailing transaction 4. Prevailing addresses
e e 1 e e, - - === === 1
| Block 33577 I | Block 33586 I
I Information | I Information |
| | Prodmesc ' e I
Mezct Blocic | Mexct Blocic |
| |
| Transaction Meride Root faed4912a2145e551735250ec TR 12299 308 TT A1 Leadfle S0 AR 3RFITR IF90E I | Transaction Meride Root 319930300b8c0e59er2calana 2152933227902 P02 234 903d5508:cB00d ST I
Time: 1370707173{2013-06-08 15:59-33) I Time: 1370700945 (2013-05-08 14:15:44) I
I Difficutty= 94.000000087 (Bits: 1002b820) | I Diiffocubty- 94.000000087 (Bits: 1026885 |
I Monce: 319330048 I I MNonce: 716782080 I
| . | ; 2
Transactions: & Transactionsc 2
| |
I Value out 5E3149.1930341 I Value out 58019%.993
I Homrage Coin Age: 220303 days I I HAoerape Coin Age: 220085 deys I
I ‘Coin-days Destroyed: TIB00. 446929379 I I ‘Coin-days Destroyed: JBTELERTRSITL I
| cumulstive Coin-deys Destroyed: 524545 I |  Cumulstive Coin-days Destroyed: 52.4243% I
| |
| . I .
Transactions I Transactions I
| |
Transsction Fes Size From {amount) To {amount) | Trancaction Fee Size From (amount) To [amount) I
| a) | )
I 8b06100=d3_ | O 012 Gengration: 200 + 0015 totel fess 2 gHS1K: I I 40 fi5.. 0 0105 Generstion: 200 + 0 total fees 4 WHNGPG253B]vedih TuQa5gxb1 F: 200 I
I 0.522 I I &qUCPvbvEMURCKUC)! I
I | I I
I | I I
| l | |

AP [machine-resdsbls pages)
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ASSOCIATED FTC TRANSACTIONS

580K Ambiguity Traces

Tx: 1ChUoCcqlg 15:59:33

T S 1L9rpCRp5X Inspecting the transactions yields yet additional concurrent

destination addresses, these addresses are also inexistent
IT-\);quDXheS (as far as block explorer allows us to check)
Originating addresses are, on the other hand,
consistent with the addresses on the attacker’s chain

Transaction 2RmMCN7GPhv

Short Link: hittp://eplorerfeathercoincomt 2ZRMCNT GPRw

Transaction A9fuFDXhe5
Information

Hashc 256783530dcbf575555F367ab3c 36T 4T o097 59B4bS5 1507495400355 ed0dd Hasthe F170a584642483567 14d53092F495dchddasd 73451 bdaP0502 200 Fead Fin52543

Appeared in: Festherca 04.5d20(2013-06-08 15:39:33) Appeared i Festherco d4f404_5d20(2013-06-08 15:59:33)

Number of inputs: 3(Jumpto

Total in- 289999993 Totsl in: 292000595

Numiber of cutputs: 1 (Jump to outputs) Mumber of oubputs: 2 {Jump to outputs)

Total cut- 289999995 Totsl out: 292000995

Sizec 489 bytes Sizes 522 bytes

Fee 2 Fas- o

Indese Previous output Amount From address ScriptSig Amount

] fa32320487.01 TR Evgrl W PoPS3sfCLng2A AR Sa anhisvE 72:3045.0=01 33:020= £7d1

FIO00.595 723045 _e201 353:02fc 3483

1 41733020850 280000 SPUEIVTVXGQSmHT! 72:3045_fs01 330298, Tefd 100000 72-3045._ 9501 33-09eF 1042

2 e 2000895 | sqRveinriCsEGInnETE 75:3045..9401 35034899 2 076safafeb...0 100000 DN JGDYbuZvmL SHEEWDpEEnL HMnexG 72:3045..0501 33:03f4_8d0b

Outputs Outputs

Inde  Redesmed at Amournt Toaddreas ScriptPubkey
input:

Index Redeemedstinput Amount  Toaddress SeriptPubKey

- e 2000995 | sqRvEinmeCeaGERmpTETRCIE
o 256783530d_-2 2000995 | sqRve o7ETRC)

h7PLUNpS DUP HASH140 20:8051. 5=%= EQUALVERIFY CHECKSIG
] I Mot yet redesmed | ZETFRIFS I EvCheC3ggAl

DUP HASH140 20:baad 3995 EQUALVERIFY
CHECKSIG

1 Mot yet redeemed 290000 &taceCinjg? DUP HASH140 20:a2de.. 1ef7 EQUALVERIFY CHECKSIG

AP| {machine-resdablz pages) AP {machine-readeble pages)
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These are the facts as collected from publicly accessible and official block explorer
http://explorer.feathercoin.com/

Additional facts crosschecking made at
http://ftc.cryptocoinexplorer.com/
General Context and Interpretation of these facts are left to the audience with the exception of the following comments:

There exists a Feathercoin user holding about a fifth of all coins with the intent and capability
to execute a highly damaging attack to the network and its users.

Recipients of Feathercoin when the network shows signs of being under attack should
increase their confirmation requirements before accepting any payments.

BTC Donations LTC Donations

Corrections, Additions, Technical Revisions or comments are welcome:
max_miner <at> yahoo <dot> com

< If you find the information presented worthy of your support, please donate to these BIC/LTC addresses >
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